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Abstract: The unreasonable processing of publicly available personal information may involve
civil, administrative, or criminal illegality, though the distinctions among these types remain
substantially blurred. Purpose based and risk based hierarchical assessments represent two
fundamental models for distinguishing such illegality. The existing purpose-based approach leads
to outcomes where identifying the purpose of disclosure is either factually ineffective or practically
impossible. This approach also incurs excessive costs in transferring or monitoring purpose-driven
data flows, contradicts conclusions derived from historical interpretation, and lacks the function
of differentiating degrees of illegality. Assessing the illegality of unreasonable processing requires
balancing the diverse values and normative attributes of publicly available personal information.
The risk-based hierarchical framework is better suited for this task. It enables the configuration of
distinct illegality criteria based on varying degrees of danger. Here, preceding illegality refers to
civil and administrative violations. It corresponds to the elevated risk standard, representing a low
level of danger. This standard excludes information processing activities that constitute permissible
risk, such as those by “information intermediaries”, or activities that achieve risk reduction
through stricter integrated technical and regulatory governance. Criminal illegality points to the
uncontrollable risk standard, signifying a high level of danger. Its application must follow a basic
path where formal criteria precede substantive assessment. The core of this analysis is to
determine whether the information processor obtained publicly available information with intent
to engage in subsequent criminal acts. Alternatively, it examines whether the processor provided
the obtained information to multiple third parties likely to inflict harm on the data subject.

Key Words: publicly disclosed personal information, unreasonable processing, judgment of

illegality, risk-based approach, integration of civil, administrative, and criminal laws
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