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Abstract; In internet economy era, the means of commercial competition have become
increasingly diverse. Obtaining online data from peer operators through the crawler program and
using it for profit-making purposes, are largely suspected of unfair competition, meanwhile con-
stitute a serious challenge to traditional market mechanisms. According to different standards,
the content of technology crawling can be divided into raw data and processing data, text data and
status data, core data and peripheral data, as well as merchant data and user data, etc., which
makes the rights affected by crawler misconduct shows composited features in boundary scope de-
pendent subject and legal attribute. From the root cause, the facts of damage happening are
mostly due to the unclear nature of the corresponding data, which leads to the obstacles in the
definition of derivative rights. Therefore, based on the concept of data assets, combined with the
multi-dimensional perspective of public and private jurisdictions to analyze its rights’ status, and
finally put forward the recommendations for the determination of online data assets, is a key link
to regulate improper data crawling behavior through legal channels.

Key Words: web crawler, data assets, unfair competition, data security
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