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Abstract: The metaverse is a digital ecosystem in which the real and virtual world blend and coex-
ist through digital technologies such as virtual reality or augmented reality. A number of legal is-
sues in the real world will likely be amplified and become more complicated in the metaverse. For
example, protection of user privacy and personal information may be challenged as the metaverse
involves comprehensive collection of personal sensitive information in a constant and involuntary
manner. Data security systems could be greatly impacted by real-time interactive processing of
massive data and the widespread application of encryption network technology. The model of user
generated content (UGC) may pose new challenges to the right confirmation of content and the
distribution mechanism of benefits with regard to intellectual property rights. Competition con-
cerns may arise when users are free to login in with one account across all platforms with interop-
erability realized. Other unique issues concerning the metaverse include a lack of unified and cred-
ible system of digital identity, uncertainty in the rules governing right confirmation and use of
data assets, and prominent financial risks associated with NFT. Therefore, to regulate the meta-
verse and address legal issues concerned, the following principles should be observed. Firstly,
the existing legal framework in the real world can directly apply to the metaverse. Secondly, the
existing rules with respect to protection of personal information and cybersecurity, data security,
as well as intellectual property, may be subject to revision and improvement. Thirdly, new rules
could be formulated, such as special provisions governing user privacy and protection of personal
information in the metaverse, trusted norms on full-lifecycle data security, and new intellectual
property authorization rules for the UGC. In conclusion, this article proposes to develop national
strategies for digital identity, establish a unified and hierarchical system of digital identity by in-
troducing specific legislation, formulate new legal rules for the right confirmation and use of data
assets, and build a unified regulatory framework for NFT at the state level.

Key Words: metaverse, digital identities, data assets, non-fungible tokens (NFTs)
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