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(523 A/Billi (RS2 B BT 6 B R )5 % . See Ron Kohavi, Diane Tang & Ya Xu, Trustworthy
Online Controlled Experiments: A Practical Guide to A/B Testing ,» Cambridge University Press, 2020, p. 227; Ron Kohavi &
Stefan Thomke. The Surprising Power of Online Experiments: Getting the Most Out of A/B and Other Controlled Test, 95
Harvard Business Review 74, 76 (2017).

(53] JHPRALRRIGAERTE . sy Mg B b, )58 R E BUNH B AR G, Wk, FES AP S RHE
B SZ AR ST TR) B ] A 77 i 7 SR R 58 0 0 Bl U I A AR AR

(541 See B.]J. Fogg, Persuasive Technology: Using Com puters to Change What We Think and Do, Morgan Kaufmann,
2003, p. 53.

(55] See Daniel Susser, Beate Roessler & Helen Nissenbaum, Online Manipulation: Hidden Influences in a Digital
World , 4 Georgetown Law Technology Review 1, 36 (2019).

(561 See Tim Wu, The Attention Merchants: The Epic Scramble to Get Inside Our Heads, Knopf Doubleday Publishing
Group, 2017, p.12.

(57) See Herbert A. Simon, A Behavioral Model of Rational Choice, 69 Quarterly Journal of Economics 99, 100 (1955).

(581 See BEUC, “Dark Patterns” and the EU Consumer Law Acquis Recommendations for Better Enforcement and Reform ,
https: //www. beuc. eu/sites/default/files/publications/beuc-x-2022 — 013_dark_patters_paper. pdf, visited on 10 July 2026.

(597 See European Commission, Commission Notice — Guidance on the Interpretation and Application of Directive 2005/
29/EC of The European Parliament and of the Council Concerning Unfair Business-To-Consumer Commercial Practices in The
Internal Market , 2021/C 526/01 Official Journal of the European Union 1, 36 (2021).
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(611 See FTC, Bringing Dark Patterns to Light, FTC Staff Report (September 2022), https://www. ftc. gov/reports/
bringing-dark-patterns-light, visited on 23 July 2026.

(62) See Matthew B. Kugler et al., Can Consumers Protect Themselves Against Privacy Dark Patterns?, Coase-Sandor
Institute for Law & Economics Research Paper Series 2, 48 (2025).

(63) See Daniel Susser, Beate Roessler & Helen Nissenbaum, Technology, Autonomy, and Manipulation, 8 Internet
Policy Review 1, 13 (2019).

(647 See Colin M. Gray et al., The Dark (Patterns) Side of UX Design, Proceedings of the 2018 CHI Conference on
Human Factors in Computing Systems 1, 2 (2018).
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Internal Market, 2021/C 526/01 Official Journal of the European Union 1. 101 (2021).
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Abstract: Deceptive user interface design refers to interface design methods that exploit consumers’
inherent cognitive biases and substantially distort their rational thinking and ability to make
independent choices. Platforms influence consumer decisions through interface design such as
default settings, visual weighting, and information hierarchy, undermining consumers’ right to
information, choice, and fair trade. Existing rules are insufficient to regulate such behavior. The
scope of application of current fraud rules for deceptive user interface design is too narrow. failing
to fully recognize deceptive behavior in digital commercial scenarios. The intentional exploitation
of consumers’ inherent cognitive deficiencies and decision-making biases by platforms or merchants,
and the objectivity and inevitability of user interface design influencing user behavior, lead to
excessively high presuppositions of the duty of care on consumers. To effectively regulate deceptive
user interface design and protect consumers’ right to choose, the scope of fraud, misleading, and
the obligation to provide clear information should be expanded under the bounded rationality
standard. User interface design regulations should be established, requiring interface designs to
effectively deliver important information, provide prominent prompts, and neutral options, thus
ensuring substantive fairness in digital consumption scenarios.
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