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*  SRIEE, o E Bk RS IR R A T S B TS A

C13 RS E KRS HARBIFBE (NIST) X 2 3 5 4F i #952 L. See Peter Mell & Timothy Grance, The NIST
Definition of Cloud Com puting. p.2. available at https://nvlpubs. nist. gov/nistpubs/legacy/sp/nistspecialpublication800 —
145. pdf, last visited on Feb. 5, 2025.
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B IBOE . = SR BE 4R A 1 SR i s (R . BRI AR B A . (R AR G T R
BGIE Ty 3 OME LA BT 0 H 0 IR D7 A 8k S A R A Bk . C 2

AP F R 2 BUIE (cloud forensics) ME&, FFAAEIZMENL, ©30 —BIAy, = BUIE
Je U HUIE (digital forensics) B—XUHE 730, J248 X0 & 7F 5 HR B T a9 7 B AT BGIE., 5
R WA AR 2 i AR RS PR, = BOIE b A7 A/ NI B0 SO IR AN S8 ) . = HIGIE
B L ) 2% g A 55 A . s B TR R BOR . PSR R G RO IR A, 40 SR
A7 190 2% B S I BRCUE IS % 8 B 410 B AE R R X DL T 20ROV R AR = BOIE R & BOR . L 8URN:
WM=AREWANE, ) Wit “AE B = A U Gepe i 22 507 €60, IR E] = BUIE A Y
Je—UEOR AR, o — Tk A R, C 7

SEGRMBIEML . SRR RA Y5, MPOETZhE R 2R, iR HsE R
Ao A, B, Stk A Bk AR 4 AF SURURRAE L ©8 0 S ol BB 0 A £E A [ R R B IX
AR 55 KB AL FE i o PR T P A s TP A T RO R R B b e A S
RIEEFRFAE . ATh R A% G BOIE J7 2] REFA A BUIE N BE M R B8 . = 3 H B PR 45 0 7 Rl 75 oK 5 R
PEWE i B AL, B SE it s A A, 200 B MO R PR P . OB CAS ] R S AR U S A
FEUOA M IR BB R K . Ry, P ERA7 A A 55 o R0l 2 8] A I AR N 22 A . A AR
AN, HE S R AR S A SRR AR AR AR SR A, — BN & TR 55 2 A N
BOSE oy BC . BRI 46 v AR R RE COE A, HREIR TR U, sl i ek =R
VB H&E & sk B A7 R S AT A . L0 IR . S R I AB A, 3 P A R U
SBCTE 0 X B G, VISR 58 S BB A i WK 22 T3t A 1 e LA 3K BIE B A e

[ 23 See Suleman Khan, Abdullah Gani, et al., Network Forensics: Review, Taxonomy , and Open Challenges, 66 Journal
of Network and Computer Applications 214, 230 — 231 (2016); Bharat Manral, Gaurav Somani, Kim-Kwang Raymond Choo,
Mauro Conti & Manoj Singh Gaur, A Systematic Survey on Cloud Forensics Challenges, Solutions, and Future Directions, 52
ACM Computing Surveys 1, 1 -3 (2019). B CIHH: “XFHi A M40 P I BRI TR AR F . W, Tl #2
ARG, niFEEEOR B BOIERE I8 A e HFBIEBUEX R B R ‘m i MERRSE, TELGE M., W, S
AN T3 B R A R UE W S e 27 AR (A ML BIR  3 A T ER BGIE LI 938 47 S BR—— % U MU 3 A
N ER W 25 22 A TRy L T ROUR IBOIE 2 € TAR AR AR I KD, 3R CEZEHOR) 2021 458 3 1], %5 6 T,

{33 See Keyun Ruan, Joe Carthy, Tahar Kechadi & Mark Crosbie, Cloud Forensics, in Advances in Digital Forensics VI ,
Springer, 2011, p. 36.

{43 See Ameer Pichan, Mihai Lazarescu &. Sie Teng Soh, Cloud Forensics: Technical Challenges, Solutions and
Com parative Analysis, 13 Digital investigation 38, 41 —42 (2015).

(53 ZBUE (cloud forensics) FEEURITEFA N FBEXMN R HWBOENZ), ARELESD, WA AR “REN” “HFIER”
SGROE TR A ZBOE R, M TRIPR B LS R 55 BRI % 50 A BOIE , 4 97 2K 10 19 5T 4% 18] 5RAR S5 A2 iU = IR 55 4% 1
TV B DX HUBE UE S JEATUEHE B . DABRORIESR S8 8 M . AR SO s S SR P I BGIE . 58N RR Z = BUIEXT N, N HIRE .
TR PR, A SCHT IR 2 = BUIE % 48 11t X, See Ameer Pichan, Mihai Lazarescu &. Sie Teng Soh, Cloud Forensics: Technical
Challenges s Solutions and Com parative Analysis, 13 Digital investigation 38, 41 —42 (2015).

063 Fhmg, AR CRERMA, W FHROEERSUE “BT7 ), 8 (EHAM) 201749 7 22 H, %5 MW,

073 WA R, AL 500k H 0L 0 HE 42 AT AE T 012 A 53 78 2 PR 85 8 P BOGIE 7= A= A A T, SOR A I b AT T8k %
See Hooper, Christopher, Ben Martini & Kim-Kwang Raymond Choo, Cloud Com puting and Its Implications for Cybercrime
Investigations in Australia , 29 Computer Law &. Security Review 152, 152 — 154 (2013).

{87 See Bharat Manral, Gaurav Somani, Kim-Kwang Raymond Choo, Mauro Conti & Manoj Singh Gaur, A Systematic
Survey on Cloud Forensics Challenges, Solutions . and Future Directions, 52 ACM Computing Surveys 1, 1 -5 (2019).

C93 ZUWXTAE, TWH ., XISCHSE.: (—FE TR E CER A BUEB SIS BEET %), 8 GFRILR 5%
J&£) 2019 4E5 10 .
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T T L 28 S R, PR B MR ARE 2 DA DG TS s B R B P B BOIE Y B S R
e 48 i B A GRS X 2 7 fE AL BGIE R R B 2 2z by A R B0 “ sl
PEMALL”, 100 P E MG EAE N £, FEHEAE P X TAE LS, B A Br S8 b nl
RE BB R IR BE R A0, B R A g B th . OE ORI SR B R RO, AE
— BRI, R RE AR EENAT A DY XA T B B b B s S DT G K
FUE W OIE A B . P, = TR PR B b O 0 X S SR R AR AR R BRI I T
BUUEAE R, 52 e b R BLBUIEAS il . B PR IR i 1 T VR E R e, (12

SR R B 0 TE BB I = BOE LR R R R SR 5| L s . BUAMEERTE "5
PR 32 L (cloud data exceptionalism) , 130 ZEARNW e 2 FA B T . BIRAR & “HHEE
WPk (data's divisibility and data partitioning) . “ZhZ& 284k 1E” (location independence) Hl “%%
=) EEHIPE” (controlled by third parties) FFHAE, (149 MIAEWS 2 = 7HFAF 00T W R A 2R Rt
TETUESHI, METE . FE IS FX 2 BOUE AR S ) 80 SR =, O5) B 5l A
TR X AR M 2 JE T 1 W B B, R R G SE R AE AU A W 2, DR R RS o BGIE S o] B
A 2=k, ] i A BOUE JEL AR O 0 X A 2% Sk, DA DA AR SRR A Y BOIE B it R Pk A8 Ry XAk 3
ZHOEN S, AX T, A S 4 T R I BOUEE A7 i A8 BT e B B oK, AR A Y T R R
T AE R X 2 BCIE B 1) J B LA Ay 0 40 6T AR 7 R0 0 i 5 e L

Z. ZHUEETEBREREE

ZPOGEARAE T m e 2 b, 5 A 28 PR 05T (9 L 7 s BOIE & Sh A L, 2R S i AR
JERSET AL A S EIA . BRI 0 AT 2 i PR S AR PR A AN [R] R AR G 2 BOUE ALV 3
P FEAS AT

(—) = PEEE R S A

S GE I 48 IR 558 TR Y B B A 5y KR A B 3 B SR SR R UL AR . BA e 4 i
P T T A o s AN IR A A S B AR gl I S KR PR R BGOSR AN, AT AR Z iR
KRN B2 FEAb RIS v i F 5 Bl BOUE TS gl 2 OUE 75 96 2 58 iy B I AR oK, RN A AL A% 58
Yy BRAFAE A 5T A A X RS MR i DR B e B MR A LS, S BRI SR S T AR Ol T R . T

(103 “—fkuggRe” X, AN B T HOR N & B I A8 A BT — IR . BHAF, Bk, FEds . i 780 50 A7
A BT, ST X A A T RO ORI . (BRI BESCNEAE , (UNRUAR AE A B R BOR T RO, SR IUS K
HAF e HABAAGE A T b, TR AR A A A T DU R ik . S 0ER. (B FRIENBOE LK. G5 E
ARYEZED) . 8 GREREHIFIR) 2018 4£5 1 H.

(110 (3R B « BOray. QREMZTEN) B 7R PO 2 R0, BRI, IRENI A 2012 4FRT, 58 36 BT,

Q123 o dn B 2 v IR 2 IR 55 2 390 300 i OB K O KR A BRI . 5 W de i ARIEBE (2023) ik AR 1432 S REH
Peds . JERNZEGIR T 2 0 LT R AT KON Rk BE (2023) 37 0112 R4 29410 5 RSEH e 555,

(133 See Dan Jerker B. Svantesson, Against ‘Against Data Exceptionalism’, 10 Masaryk University Journal of Law and
Technology 200, 204 (2016).

(143 See Jennifer Daskal, The Un-Territoriality of Data, 125 Yale Law Journal 326, 365 - 398 (2015).

(153 L “BHOE. ZWBUE, =8 BGE” 846y 32 B ok, £ B AR #ET KRR, RIEFIR AR 2 10
s HEAREKBEZ.
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JO7 LA SE AR B HOPR A7 O B ), R SE B b, R 52091 X DA R RE S B S BGHE T 5 BOUE 4 K
Ky B EEUEW]—BEAZ B . B BUR AL G R A TR IR SUSE ST I IR IR 2 IR 55
AL DU pl T BRI AP Y 25 Z AN BER RO ) R IBCUE 5 It . AR AN AT RE 7 L 301 18] 8858 AN P 2
AR5, MAUETE KK, BB Bz e 5 dn b i il 188 . S EURS 2R R . S3 40, TSR
WO A% G2 2 )5 BOIE 2R B P A 35 25 I 55 7 9 0 AR W S A AH 20 45 . U B2 o S 0 B8 Ik B
IERCIR NS e 1127 DT I S N W DR S ORI PN S 6/ A S S DI I SN E S
Th o G A 56 B RSP AT M LA S 3 AR B

YRR TT AL s Dt s B S R S B A 0 4% S S N IBGIE L i 0t e AR A% e ) BGIE Ty
T TR S Bk S R B B RS . A I e g B S R R 4 ek g
BREH, RS KA AR KR LT BOIE S = 44w B HLH (digital forensics and incident
response, PLR @K DFIR) . (160 FRAGR Bat e 1) 2 o 3158 55 e TAR R Rt R vh i % 2B 1. X
Je—2 A SIS BGENLER] . 5 RS20 58 1 2 i 2 G0 A lk N R R GE A A BGIE A 22 A B 48 . KT
BOERE SR M T2l . 20 ir . RS € 2 iin R G S A R G 8l . IFR Z A8 D4 fe 41t
FAEm AR, L AR, sRAb I, R ERE BT AR RS T TR VA . DFIR AL AR BOIE i
FERT, AT e G B 4 R A AR R, JF AR W AT, DU R 2 i 2R 058 T 52 i BGIE 89 75
B, U0 g Ah, AR Al Bl A B G I 8 S A 2 g P R B C1SOEAT GIE . SR
W E B E R OER E— BRAT. (FRX —ESl= A T — RIE X, B
S IBCUE T RE Y S R T A ), HOAE SRR s — D B

(2 mPAEZR A gk

SEGMBHREMIL, SRS B g iEse . Bk, 242, Bl O 55 R BOE SR B
B X A G AT RO R IO . BOUE N B3NSR X 5 TR S R v e Y B
THRAE b BEALH N AT Y S 22 A BRI S B T R R AR (190 3 X AR B A
VTR 55 i e o A 35 K R S SR IR P T, SO R AT A AR AL R
WA, B GE—ms bn il 7 ZEHEAT 5 O S0 9 0 0 Ok LB 5 I S SR B . 200 it
Sb s AE BRI T H S SR UEAT 20 Ok BUR SE A S ik T B, Y R EL, AR &
TP G BRIR AR AR, AR (U SR BCE N, 7EA A =, BRasth. Z20HE7E
WA R — = 3088, 5 B = 55 RO P B BC & . HOUE N 5% 38 5 5 70 965 4 T A% 008 v X e — 4 s

(163 See What is DFIR (Digital Forensics and Incident Response)?, available at https://www. sentinelone. com/ cybersecurity-
101/what-is-digital-forensics-and-incident-response-dfir/, last visited on Jun. 28, 2024,

(17) See Bharat Manral, Gaurav Somani, Kim-Kwang Raymond Choo, Mauro Conti & Manoj Singh Gaur, A Systematic
Survey on Cloud Forensics Challenges, Solutions, and Future Directions, 52 ACM Computing Surveys 1, 5 -6 (2019).

(181 #HEMBF Choney pot) J&—Fh LAFEME A WL O MK L 2R, BEHRRENFRAL, WBGHEHFRE DA
Gy W B bR, 51 A0 R 0 R 4 IO o i B T E TR

(193 =i BGE 3 % B4 b T ROER S H 251 R & TPk iR, ERm TR, = mIEE P i 88 2 8F A SR LR E
WIEX I, WA /NI, (K 2R RS R LR EER A BVE A E RS, XWE T RS — KR A,

(203 ZWEE. Jrsess, VEFEAE . QZEME I RBIR "R ROERRSH), & ChETRERSE) 2019 455 6 1.

(21] See Suleman Khan. Abdullah Gani. et al.. Cloud Log Forensics: Foundations. State of the Art. and Future
Directions, 49 ACM Computing Surveys 1, 40 =41 (2016).
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W SRAE 2= BOIE H SR PR 48N T 62 U8 T sl e S 6 4 0 2, U0 LA 5 i okt 7 o4 0 B 1 BBAE H
br. BUEEREGS 5E BT, WA U IR IR 2k, ROmAR R EE R, A, BEE N TR RER R B & B0
TRAT N S G S XLz, WS (deeplfake) % T-BEIF AW T = 0 S2 ) I HGIE . 2 i
A, AUREE N T HEAT 2 56 F00KE R B R e L 220 S T R X X — ) R, T B B Ok M PR
T 6 AR BE SR BOUEAR 2 1) [ sl Ak 1) i E R — b AR e, RS T 2 R UR R R AR
B R B ARG, SEABE T L SRk O 22 R FH M AR D 10 AT AE AR BB T2 0T S SR B
SR BAEEN . B, TEARLT SR 0 SRR R AT BOIE T B B SR A R Sy g, b
WREEN 3 BE DR HEAT BGIE 1 I8 25 2R 2 5 B ABHLERA . BLES S F2 09 A 2 (L BGIE IR 25 B B, 5 BGIE
SRR A LB SRR T ST AR S N T BOE L 2 E i R BOE AL AESE

(=) mBGEZR L

1% 55 9 24 355 IR 55 HE R R X B —  FL AR 2 0 T L2 b, AR T IR A T T AE AR X
SE ARSI B J0T 0 AF X B A O B A it G v %m0 A L S G e R M A D S R
Xt B G A T AT A5 A G e F0 A 4 Oy 2R SO D R 0 s R v e e L T K
T 1) 52 He Ve 5 LSRR Ty A R [ HE . H S U R B R B 2 B 4 )
Moo B ARAEPE S5 = Pk AR A, AR AR MRS T A

TP TR BEAETE Z PR TR 0 52 24 IR 55 58 H0 SRy 366 AN [ IR 95 284 1) e 0, 2 BBURIE 75 1) B I £k
AL, EBRWAIZR, — T EERAREERRE, 5 — 0 WK B X AR, 56 E
FIRUE S HRMTEBE (NIST) Hf = e 55 i 43 HE Al 22 4 B IR %5 (Infrastructure as a Service,
laaS). ¥ & HI R %5 (Platform as a Service, PaaS) Fl# 4 Bl IR 45 (Software as a Service,
SaaS), 20 K[HI R 45 444 5 AT UCAR M EHE B A G . 7E PaaS Fl SaaS =l %5 . BUIEA BN 3k
4 H ARG B SO SE R, JEAR HUBR AR = IR S 4R (i O PR BD G 5 OF BLAT 25 19 2% JIR 55 42 43 i %
A A4 HERHLED . TaaS AR RE BEFAIR, C250 25 Bk = B2 ol S (1 A A G AE AL, 000 AT B A By
[Fil ANy S SROBUUE IR A . 807 P2 B KR R R . B B 2 IR S5 R S AL R 4y T A S5 B, SRR
WEHE . MNIMTRFMAENC, WA, SHEREA GG S, A s, BE s (588 7
AR . 75— MBI RTERA ah) SRA, ERAGMREG 88, REA b
THAE AT RETR 24—, B UEAT X ArAb B, A5 00 AT RE AR AL H A P A AR AR . IR =
SARMERE T BRI R AR S, X~ TAERAE R BT, IR R RA R,

IO, 22 PR35 000 2t dal A A s A AR B, 08 385 5 BCTE B it B¢, C260 e Al U0 TR S A O

(22) See Shaik Sharmila & Ch Aparna, Tracing Footprints of Anti-forensics and Assuring Secured Data Transmission in
the Cloud Using an Effective ECCDH and Kalman Filter, 221 Journal of Network and Computer Applications 1, 3 -4 (2024).

(23] See Shavez Mushtaq Qureshi, Atif Saced, et al., Deepfake Forensics: A Survey of Digital Forensic Methods for
Multimodal Deepfake Identification on Social Media, 10 Peer] Computer Science 1, 31 (2024).

(24] See Peter Mell &. Timothy Grance, The NIST Definition of Cloud Com puting , pp. 2 — 3. available at https: //nvlpubs.
nist. gov/nistpubs/legacy/sp/nistspecialpublication800 — 145. pdf, last visited on Feb. 5, 2025.

(25]) Sce Prasad Purnaye &. Vrushali Kulkarni, A Com prehensive Study of Cloud Forensics, 29 Archives of Computational
Methods in Engineering 33, 34 =35 (2022).

(267 Z LN . (w25 05 Bk 7 BOIE . 35 58 B0 il A0 X i ie . RRAs 5ttt ), e Grdbskss) 2021 48565 4 4,
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SE Rl T RE [ I A7 R 2 AL T AN R RS X 2 I 5 R AR i 2 0L, k28 = IR 55 4R M Ry
AL B i e Mo 22> w) i DX, IR 55 4% W) LT A by B0 00 AR 30 O BT 7 bt 1 A1 AR R [R] W) vk
BRIX X R AR DR ) 3 A R AL o % I LRI If B 22 B . A% R 5 W0 O B R oh T O R 221
PEFP BB, AEAEANRE T AL 2 BUUE A I 85 PR 205K, TR IR A7 8 1) B85 852 b [m] BBOGIEAE 28 DA ST HE

=, BAERNEMES ZEUEL B EKIEAEER

LT IBCUE T B e 7 B A 10 (1 R 06) A T P B BBURE 1 B vk e AT M . AR AR o R 2B X — [
R B N BCTIE R R 3 55 U A A R 0 1 P A e O T T R R BB LY, R
5 45 4 T b 48 R A R 5 IBCUE ), S L RE A 5 2 JBOIE 9 B SROMH DS TR AR 3 R, DA R AR
5 5E M J5 I,

(—) BEA SO it B30 19 ) B

B A IBUAIE 45 it B LR ST RS R Y DG B IS DR E T A% Gt R BSOS HOUE S A A ST AE W E
EN IV S Pl Ui = A/ R TTE H U R EPO R ek o | K U P I S 8 R AN L D e =
AN 22 52 25 28 R 0 BT B0 R R G R R L, {H 2 i PR BT R T B S T AR R R
Mo, sk — BTG R R, R R B BRI . YT HEAT R R AR A O L R
BCH 55000 SR . AT ER A BRI B BOIE SR ), C270 SR [ ok A A [ A BEAE A A R
DA X SO0 25 4 2 DR 4 AT 4R AR RO . 5 I 4% i e BAH B ED TR, DT 2k B E B AR
M, e, FELRERICH TR SRRy — R ek L S B DT A AE L R IX — JEU U A 5
PA TSR R S S B s AT AR e 2 R G e . s AL Z 0, U
TE SR AL T AR LB S AR 7 0 B i s AL S, BRI A RN AE AR RMAES, &
MBI AP Qo i 0 R 7 S A ¢ BB 7o 11110 ST L I o o Dl w1 1 R NS W 7
WNSEATURES S5, U By S8t = R Gtk o o] 0 R A 1 A 90 0 R =2 A A ST 6 TR 9
AR, MR R, LA BOER G PG 7R R 2 0 LORGE FCE BRI — B, Bk
SEFTAnE

L. JedTUR G it o0 S o8 E i = R SR VR T 2R

N TR 2 R B O S R AR S AR AL, B RO KR 2016 AEdR AR BE . em A
RACEEBE . AR AT (T I BRI = 22 5 42 £ JUAN o 4 40 W7 ol 50008 4 T Il A B ) (A
TR CRTEIRMAEY O Hbh S 11 &, 8512 K87 T8 B8 e T R 45 5 it . B 2 /E =
ERY H SR 30, R 2019 AR AR AT (A LML BRI 3 A B B BOERL ) (LR
FIFR CHLFEURBGER ) ). BA FFREBHE, TR R REMA TEAEY T L%
E . SESEMFVFA LIS PRGN, IWHETORE . BUE et 45 15 it J8 T — Fh e 4% 08 217
ST A G IR R B o O VR 4 DN S U R g HEAT R A, PR A E SE R A T 2

(270 ZUWHT, BB C, T2, CARHLICI I 3 58 PR f B0 BGE R F e 53 D). 20 IR T T/E) 2019
AEEE 3,
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5o (280 BRI e — E ERE N BV Jm A, (B AR BOIE A B Bds T 2 BT — Rl e W M
AU BE R 45— RBEad i A AR S AT IDUR B S P, 0] e B O R A WE O T BRI A
SR A F N AT ORGSR B T — R R T B, AR BB — A T A R, ©20) HA S
KA, HREE— IR T2E R R REA S, FURREATX Gk T2, KA 2 —Ff
PRastin. £ (BB aE) e dfd, ST KL ok “EH7 §EERRS
B R R AKIE T2, WIH AR IR E TR, ZORA R 0 A i, A& 20T Y
Yoo Xt BREEZHTAREN, TR TFEENE, B LEEWEWNEET., 5,
BEMH RS MRS, B0 A5G I RS R R B WL, SetT RS B T RO R T — AR
Ve T A A, 51 SEkE WIRR AR S AR A B R KRB IRET R . ME LUK U
Boa A7 AT, DURCBCH X LS s (R C520 ) HSEPR b, X — 1l B A 58 4 R 4 BUBAE AT,
LA 7R B B S R I F AT

B, AR — U RFEAKORARE B3 P T SRR . e AT UR AN RO Y B E R AT
LA N, Ry AR AT ML . (R B ALE ) A R R JBGRE R ) P AR
WHESCIFFE R S S5 g bt . (AR ARIEAE R SRR k) (U IR O SURRk) ) Bf
WUE B e AT UR A, . 2021 4F (g NRGEBE SR Tad M (P AR ARG R F R iR %) A RS
(AT AR OMURIE R O AUAESE 111 2% 5 i Je “# A RS 5 iR E H &, A
AT R TR L E ) TR AT R A R, (HO SRS ORI VRIE R R ) . HAB 2R S AR R
PG GE R S R in BELE XF URAS 9 B IR B AR OIS it AL 5 DUBT B9 MU 24T BT . Ao Ol U
ERERE) JRAAREE N ORI k) S 7k e, HAETE Hyu M AT dk A e . e B AT ML
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Hok, 4T A8 o RS RBE R TEHOR B R B R IR 55, 8 HAR A R ERNATAS
RS B BCENLE T LS. SCikh, R R OERT 28 TRy Al 45, B0 TR A AME
By BEAL R DB A B R AR E A 0T A LG IBGIE R A AR A SR 4 IS RS R . R O
FURIRIL) B 52 ZMET 54 FRAFA T ARBC G WA TAE/E s ML, (HR AR B8 5 X Pk 5 )ikl
FEr 2 I 55 P A i 2 T M DX PR 4 3 SR P ZOR SETIE & URES B 10 1 R DL AN . PR, o iR g5 e it
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BORFEARIBBNTY . 75 20 = MR o5 S iy i & 1 S I B ALIEAT oAk . JF B, UREs 15 it vl REfR AL
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(283 Z WLWIEAS . R s F 5O O FL R A2 S5 T ) B ) 40 (RERIEHEITIE ) 2019 4E48 149,

(29 Z LKW BHAE . (2 ZEMLE I R 35 52 1 oo 1 B0 00 IBOSIE R D) B S 5 S S5 45 ). P N R 22 K2 R AL 2020 4E iR,
%553 11,

(300 S WX BHAE . (DML I A 2 58 1 ol —F S0 00 WOUE R0 B U 5 S 45 45 e ), P BN RV %8 K2 R AL 2020 4F i,
95 158 B,

1) WM . GRS B ERIGE P BB e TR S ) . 3 CHARILSF) 2023 4845 2 15 dbsRb. (i PEUIRARLS . —F
B IETE AL R . 3 (REBIBM) 2023 4545 6 1),

0323 JEMIEE . WEVEEHS . (& T I BIAR) 3 5 PR S04 B ORI A T 0 T R BSOS T IR M) B S S D, B (AR
Peoe B 2017 AR5 28 M, £F 35 UL,

(333 Z LW IEE A . (IR = bl 7 25000 O L 4 5 T IR, 4 (RBRIEAEIFIR ) 2019 4R 1141,
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A EAATMREGE T, WRAS = M55 R AERTRC S HEAT BUCEOR AL B, AT B8 30K At T
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Abstract: The cloud computing environment is characterized by virtualization, real-time, multi-
tenancy, elasticity and scalability, and decentralized distribution. Compared with conventional
electronic data, the cloud data residing therein exhibits new features such as discrete division,
dynamic change, third-party control, etc., which requires cloud forensics to meet the requirements of
more stringent real-time, more complex automation, and more effective synergistic requirements.
The established norms of forensic measures are still built on top of the traditional environmental
forensic experience, upholding the forensic principle of seizing the original storage media as the
main focus, extracting electronic data as a supplement, and printing and photographing as the
exception, which reflects the regulatory approach based on the physical evidence rather than the
data, and attempts to solve the problem of cloud forensics through the addition of the first
freezing measures in a single move, coupled with the loss of harmony between the original remote
survey and online data extraction in the normative logic, and insufficient regulation of new phenomena
such as DFIR and honeypot forensics, leading to practical difficulties. Existing forensic jurisdiction
norms favor pure data storage mode, and its cumbersome procedures are difficult to adapt to the
high timeliness required by real-time data changes in the process of cloud forensics. In this regard,
according to the reality of cloud forensics requirements, and basing on data, should establish the
seizure of the original storage media and the extraction of electronic data, printing and
photographing as an exception to the forensic principles, to build a systematic technical regulation
and procedural constraints program, to safeguard the interests of the state as the basis for
improving the forensic jurisdiction mechanism, and to enhance the flexibility of cloud forensics.

Key Words: cloud computing, cloud forensics, automated forensics, electronic data forensics,

law enforcement jurisdiction
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