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Abstract: The addition of the crime of refusing to fulfill the obligations of information network se-
curity management provides a basis for the criminal law obligations of information security gate-
keepers in cyberspace. In view of the dilemma encountered in judicial practice, it is necessary to
carry out a systematic interpretation of the purpose, nature and scope of information security obli-
gations in doctrine. In terms of purpose construction, both the exclusive right to user information
and the maintenance of information network security management order have insurmountable de-
fects. A systematic coupling view of legal interests should be advocated, defining the purpose of
the obligation as a reciprocal risk allocation mechanism to guarantee information sharing, in order
to achieve effective communication between the legal system and the digital economy system. In
terms of nature definition, the obligatory offense theory misunderstands the basis for the creation
of positive obligations, and improperly confuses dominant offenses with acting offenses, and ob-
ligatory offenses with inaction offenses. The essence of information security obligation is the cor-
rection of the digital production power of network service providers, so it should be classified as a
negative obligation based on organizational jurisdiction rather than a positive obligation based on
institutional jurisdiction. Based on the clarification of the purpose of protection and the nature of
the obligation, the scope of protection of the obligation should be determined in order to achieve
the normative purpose of guaranteeing the reciprocal risk allocation mechanism of information
sharing, and also to justify the control of the dangers inherent in it.

Key Words: internet service provider, information security gatekeeper, systematic coupling view

of legal interests, crime of refusing to fulfill the information security management obligations
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