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Abstract: Facial recognition technology demonstrated its promising efficiency in current applica-
tions, but it is always accompanied with massive concerns on its accuracy, safety, ethicality,
and legitimacy. The first legal case upon the application of facial recognition in China acted as a
signal to show the attention and discussion of the personal information protection in this area.
There are three possible steps for improving the information protection mode in the application of
facial recognition. First, the three core principles must be strictly followed as the front shied of
information safety, and the technology should be prohibited unless there is special cautious au-
thorization. Second, broad consent must be strictly regulated and the freedom of opt-in and opt-
out must be guaranteed. Third, innovation on the format of informed consent could be given by
getting proper experiences from dynamic informed consent based on the proven technologies, to
secure the personal rights in information protection.

Key Words: facial recognition, biometric data, informed consent, dynamic informed consent
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